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Postman Enterprise
Data Security

Protect Your Sensitive Data with Robust,
Cloud-First API Security

At Postman, our goal is to empower you with robust protection at every level of our

platform. We understand how critical data security is for your organization, especially

when you're handling highly sensitive data. That's why we've implemented
comprehensive security measures and achieved industry-leading certifications
specifically designed to prevent unauthorized access and data loss.

|=] Key Capabilities

J\pl Threat Monitoring and Incident Response:

Postman's centralized logging API integrates directly with your SIEM,
enabling real-time threat detection and rapid response.

G;,I API Key Management and Secret Scanning:

Centrally manage the Postman API keys your team uses; controlling
creation, setting expiration, and revoking keys as needed. Postman
Enterprise also includes a Secret Scanner to proactively scan
workspaces, collections, and documents for exposure.

CO% Bring Your Own Key (BYOK) Encryption:

With BYOK, your team's sensitive data is encrypted and decrypted with
your own customer-managed key stored in Amazon Key Management
Service (KMS). BYOK offers your team seamless collaboration on
sensitive data while adhering to your organization's security and
compliance policies.

o3| Postman Local Vault:

Secure local storage for sensitive data. Vault secrets remain local and
never sync to Postman’s cloud, enabling safe, convenient for API testing
and usage.

At Postman, we empower your
enterprise with seamless
scalability, robust governance,
and world-class support:

Fast & Easy Onboarding: Get up and
running quickly with streamlined
enterprise plan setup, upgrades, and
migrations.

Effortless Administration: Advanced
governance and visibility for
organizations of any complexity.

Global Scale & Compliance: Choose data
residency in the US or Europe to meet
regulatory requirements.

Seamless IT Integration: Works with your
existing security and infrastructure.

Enterprise-Grade Support: Access
customer success, professional services,
premium support, and custom training.

Postman delivers the scale,
security, and support your
enterprise needs, without
compromise.


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

D Postman Vault Integrations:

Postman supports vault integrations with 1Password, AWS Secrets
Manager, Azure Key Vault, and HashiCorp Vault.

&l User Provisioning:

System for Cross-domain ldentity Management (SCIM), enables you to
automate the entire user life cycle (provisioning and de-provisioning).
With this feature, you can efficiently deploy Postman at scale across your
organization and control access to it with your identity provider.

=
C— Single Sign-On (SSO):

Setup SSO for your Postman team to get a seamless sign-in experience.
Implementing SSO will also enforce team multi-factor authentication and
help your organization meet regulatory compliance requirements.

O o/ Domain Capture:

ad

Manages all the Postman accounts created with your organization’s
domains or subdomains and enables you to consolidate all Postman
users in your organization into a single team.

@ Public Elements Management:

Centralized dashboard to control collections and environments shared
outside your team for public consumption.

Recognized API Security
Authority

Postman’s enterprise security approach is comprehensive, modern, and
validated. Our cloud-first APl platform delivers superior security
outcomes by leveraging strong encryption, continuous updates, and
infrastructure that surpasses most on-premise setups, enabling you to
boost productivity, ensure compliance, manage risk, and accelerate
secure innovation without compromising speed.
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‘Postman is a playground,
with governance, that allows
cdevelopers to discover, test
and execute PayPcal APIs
quickly. The easy-to-use Ul
provides backend visibility
and makes cross-
collaboration easy.”

Christina Monti

Senior Technical Product Manager
Developer Relations

Paypal

For more information or to request
a detailed security briefing, please
contact Postman at
www.postman.com/company/

contact-sales/



https://www.postman.com/company/contact-sales/
https://www.postman.com/company/contact-sales/
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