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Topics Covering

o Basics of Testing APIs

o Automated Testing

e Overview of Advanced Testing Options




Testing APIs: Sending Requests

Postman Echo GET [E) save v eco V4
GET b https://postman-echo.com/get?id=123&type=VIP

Params e Auth Headers (8) Body Pre-req. Tests Settings Cookies
Query Params

A CO re C O m po n e nt Of P O St m a n KEY VALUE DESCRIPTION oo Bulk Edit

id 123

that allows you to test an API to

W i W n W i Wi Body Cookies (1) Headers (7) TestResults Security & 2000K 465ms 853B Save Response v
see how it works and what it will
Pretty Raw Preview Visualize JSON v = © Q
return v f i
2 "args": {
3 fad™: 1230,
4 “type®: “VIP"
5 i},
6 "headers": {
% "x-forwarded-proto": "https",
8 "x-forwarded-port": "443",
9 "host": "postman-echo.com",
10 "x-amzn-trace-id": "Root=1-632a3c57-3c0f306e028d5632546fa347",
i1 "user-agent": "PostmanRuntime/7.29.2",
12 "accept": “*/_*“,
13 "cache-control": "no-cache",
14 "postman-token": "315c86c5-b435-48f1-978c-a77al7a21766",
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Testing APIs: Pre-Requests and Test Scripts

Pre-request scripts

e Javascript code that executes before
the request is sent

e Use Cases
Tests

e Javascript code that executes after
you receive the response

e Help to confirm your APl is working as
expected

e Add .log() to help with debugaing

Echo API / Postman Echo GET

Pre-request Script

Tests ® Settings

any assertions within the

this test will fail
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GET v~ https://www.postman-echo.com/get

Params Authorization Headers (9) Body
1 // use the ‘pm.*' API to write your test
2 / the “pm.test() method accepts two parameters
3 // the first parameter is the name of your test (be descriptive!)
4 // the second parameter is a function. If

function fails, the test fails

5
6 pm.test("Name of the first test", function() {
7 // make an assertion
8 // if your assertion throws an error,
9 pm.xresponse.to.have.status(404);
0 &)
il §
12 pm.test("Name of the second test", function() {
13 // make an assertion
14 // if your assertion throws an error, this test will fail
15 pm.response.to.have.status(200);

Body Cookies (1) Headers (6) Test Results (1/2)

All Passed Skipped Failed

Name of the first test \ AssertionError: expected response to have status code 404 but got 200

LSS Name of the second test

Cookies

Test scripts are written in JavaScript, and
are run after the response is received.

Learn more about tests scripts

SNIPPETS

Get an environment variable
Get a global variable

Get a variable

Get a collection variable
Set an environment variable
Set a global variable

Set a collection variable

Clear an environment variable

Save Response v



https://learning.postman.com/docs/writing-scripts/pre-request-scripts/#pre-request-scripting-example
https://learning.postman.com/docs/sending-requests/troubleshooting-api-requests/#using-log-statements

Testing APIs: Variables and Environments

Variables allow for storage and reuse of
values in Postman.

e Scopes: Global, Collection,
Environment, Data, Local

e Types: Default, Secret

Environments: group sets of variables
together, manage access for collaboration

GET v https://postman-echo.com/get?var= k
a my_variable
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CURRENT Hello
KEY SCOPE  Global
var {{my_variable}}
2R Docs Collaboration New Import  [5] Testing Env Testing Env v
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Air Quality - SF base_url 1 default v https://postman-echo.com/ https://postman-echo.com/
environment_id default v 1850107-47d15285-1259-4103-a8...  1850107-47d15285-1259-4103-a8¢7-46554a3.
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https://learning.postman.com/docs/sending-requests/variables/#variable-scopes
https://learning.postman.com/docs/sending-requests/variables/#variable-types
https://learning.postman.com/docs/sending-requests/managing-environments/




Testing APIs: Mock servers

Reduce time debugging during API
lifecycle

Allows you to see what an APIl would
deliver in prod by mocking the request
and example responses

Allows for collaboration between
backend and front end teams before
APl is in prod

Test without using sensitive data using
dummy data
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Edit

Add request

Add folder

Monitor collection
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Create a fork
Create Pull Request
Merge changes

View documentation



https://learning.postman.com/docs/designing-and-developing-your-api/mocking-data/setting-up-mock/

Automating Test: Collection Runner

Collection Runner allows you to run
APl requests in a collection in
sequence

This enables you to:
o Automate your testing
o Schedule runs with monitors

o Perform smoke tests

3 widget coliection [>] widget Collection T+ ooo No Environment e =]
Widget Collection - Run results Automate Run v+ New Run ¢l Export Results
® Run on Today, 10:04:59 - View Run History

Source Environment Iterations Duration All tests Avg. Resp. Time
Runner none 1 321ms 4 14 ms
All Tests Passed (2) Failed (2) Skipped (0) View Summary
Iteration 1 1
GET GET widget
Pass Status code is 200
GET GET widgets )
Fail Status code name has string \ AssertionError: expected response to have status reason 'Created' but got 'OK"

POST widget

Pass Response time is less than 200ms

DELETE DELETE widget

Fail Status code is 200 | AssertionError: expected response to have status code 200 but got 405



https://learning.postman.com/docs/running-collections/intro-to-collection-runs/
https://learning.postman.com/docs/running-collections/scheduling-collection-runs/

Automating Test: Cl Integrations w/ Newman and
Postman CLI

Newman: programmatically run
collections and integrate with your ClI

Post m a n C L I in ~/desktop/newman-run
- run postman fecho.]‘@l

o secure CLI
o run collections

o check API specifications against
your Governance and Security
rules



https://learning.postman.com/docs/running-collections/using-newman-cli/command-line-integration-with-newman/
https://learning.postman.com/docs/running-collections/using-newman-cli/continuous-integration/
https://learning.postman.com/docs/postman-cli/postman-cli-overview/

Automating Tests: Monitors

Monitors: automatically run your tests for
endpoints and APIs at regular intervals to
validate:

e HTTP Response Codes
e Latency

Nova Security User Management = HEALTHY
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https://learning.postman.com/docs/writing-scripts/test-with-monitors/

Testing APIs: Additional Resources

Consumer Driven Contract Testing

https://www.youtube.com/watch?v=Ynfr-y_1

WRs&t=1035s

https://www.postman.com/events/intergalactic/a
pi-contract-testing/

More Testing Content

Shift Left in Postman

Test examples in Postman - A public
workspace containing many more examples of
crafting tests within Postman.

Continuous testing with Postman - A

previously aired webinar covering other
advanced testing workflows.

tman Ec °| | Postman Echo GET v e Z FEl
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Body Cookies (1)

1 // use the '‘pm.x' API to write your test Test scripts are written in JavaScript, and
2 // the ‘pm.test() method accepts two parameters are run after the response is received.
- @ 8 5 Learn more about tests scripts
3 // the first parameter is the name of your test (be descriptive!) i
// e ram r is f sser s W i
4 // the second parameter is a function. If any assertions within the SNIPPETS
function fails, the test fails .
5 Get an environment variable
6 pm.test("Name of the first test", function() { Get a global variable
7 // make an assertion —
, Get a variable
8 // if your assertion throws an error, this test will fail
9 pm.response.to.have.status(404); Get a collection variable
0 &)
11 Set an environment variable
12 pm.test("Name of the second test", function() { Set a global variable
13 // make an assertion
14 // if your assertion throws an error, this test will fail Set a collection variable
15 pm.response.to. have‘. status(200); Clear an environment variable

Headers (6) Test Results (1/2)

All Passed Skipped Failed
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Name of the first test | AssertionError: expected response to have status code 404 but got 200

LSS Name of the second test
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https://www.youtube.com/watch?v=Ynfr-y_1WRs&t=1035s
https://www.youtube.com/watch?v=Ynfr-y_1WRs&t=1035s
https://www.postman.com/events/intergalactic/api-contract-testing/
https://www.postman.com/events/intergalactic/api-contract-testing/
https://blog.postman.com/shift-left-testing/
https://www.postman.com/postman/workspace/test-examples-in-postman/
https://youtu.be/sB2HHrezQOo

Thank for participating in our Webinar!

If you have any follow-up questions, please book some
time with the Product Advocacy team on our Calendly or
email us at productadvocacy@postman.com.



https://calendly.com/product-advocacy-team/postman-product-advocacy-1-1

